THE NAVAJO NATION

JONATHAN NEZ | PRESIDENT MYRON LIZER | VICE PRESIDENT

October 14, 2022
TRANSMITTAL

TO . Royetta Woodie, Director
Department of Information Technology (DIT) / NN DGS

FROM : <o L—-—\/
Cordell Shortéy, Contracting Officer

Contracts and Grants Section / OMB

SUBJECT . Cyber Security 2
. Information on Contract (per Original Award):
U.S. Treasury American Recovery
Cyber Security Plan Act (ARPA) 21.019
Title of Contract Funding Agency CFDA No. - Federal
CJN-29-22 $ 500000000 2022 03/11/2021 to 12/31/2026
Grant No. Amount Fiscal Year Term - Begin and End Date

Il Data Entered in FMIS Regarding:

v  New Contract or Grant Company No. 8059 Business Unit (K#) K211548
I~ Contract Mod No.

= Amt of Award to
AMOUNT FROM TO

= Budget Period - Extend End Date: From To
- Other, specify:

Authorizing Document - Attached:

—  Contract / Agreement - Date executec
— NNC / Committee Resolution - No. & Date
Other, specify: NN Council Resolution CJN-29-22

. Comments by CGS:

Budget received on September 30, 2022 is authorized for implementation pursuant to FY 2023 NN BIM
Appendix L Section Il. B. and approved by Mr. Tom Platero on July 26, 2022. The reason for delay in
implementation of allocation is due to budget packet not fully being provided until September 30, 2022, then
verification of AAl was completed until October 13, 2022.

A\
Q‘{‘ Attachment
Copy: Contract files

Contract Accounting / OOC / DPM

Tom Platero, Interim E.D. - NN FRF Office

Revised April 2018

om Office of Management and Budget ¢ Post Office Box 646 ¢ YWindow Rock, AZ 86515
g (928) 871-0470 Telephone ¢ (928) 87 1-6567 Facsimile
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FY 2022 PROGRAM BUDGET SUMMARY BUDGET FORM 1
PART I. Business Unit No.: NEW Program Title: Department of information Technology Division/Branch: Division of General Services
Prepared By: Royetta T.Woodie Phone No.: 928-871-6520/6010 Email Address: nwoodie@navajo-nsn.gov
Fiscal Year % of Fund Abv __8 AO_
[PART ll. FUNDING SQURCE(S) Term Amount Total PART lll. BUDGET SUMMARY Type NNC Approved Difference or
_zz Fiscal Recovery Funds 07/15/22-09/30/24 5,000,000 | 100% Code  Original Budget Proposed Budget Total

2001 Personnel Expenses

3000 Travel Expenses

3500 Meeting Expenses

4000 Supplies 6 128,644 128,644

5000 Lease and Rental

5500 Communications and Utilities

6000 Repairs and Maintenance 6 4,095,853 4,095,853

6500 Contractual Services 6 775,503 775,503

7000 Special Transactions

{8000 Public Assistance

9000 Capital Outlay

9500 Matching Funds

19500 Indirect Cost

TOTAL $0.00 5,000,000 5,000,000
|PART IV. POSITIONS AND VEHICLES D) (E)
Total # of Positions Budgeted:
TOTAL:] §$5,000,000 100% Total # of Vehicles Budgeted:
[PART V. | HEREBY ACKNOWLEDGE THAT THE INFORMATION CONTAINED IN THIS BUDGET PACKAGE IS COMPLETE AND ACCURATE.
SUBMITTED BY: Royetta T. Woodie, Director of IT APPROVED BY: QOliver C. Arvisa, Delegated Division of General Services Director
~ >, Program Mén nw_._..a Printed Name Division Director | Branch Chief's Printed Name

T & <
cjer's Signature and Date
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FY 2022 PROGRAM PERFORMANCE CRITERIA BUDGET FORM 2
[PART |. PROGRAM INFORMATION:
Business Unit No.: NEW Program NamelTitle: Department of Information Technology

PART ll. PLAN OF OPERATION/RESOLUTION NUMBER/PURPOSE OF PROGRAM HEHSCS-17-16 1. To camy out directives of Navajo Nation-Council Resolution of an "Open Information Environment”
among the governmental entities of the NN, & to oversee the use of Information Technology (IT) to achieve an open information sharing environment. 2.Implement & maintain overall strategy which provides
quality & timely computer related services to programs, depariments, divisions & branches of NN govemment regardless of funding mechanism. 3.Assume primary authority for data guardianship NN-wide IT
management. 4.Ensure that suitable disaster recovery & business continuity IT strategy is developed, with ensuing technical facility, infrastructure, components & restoral testing in place. 5. Enable secure online
Chapter House access to various NN governmental data & information such as automated selected financial transactions & access to the internet. 8.Promote & work towards DIT as single IT authority for NN
government, in order to facilitate overall management & coordination of all IT and IT functions within NN govement. 7.Develop & maintain NN IT policies to ensure holistic coordination in effective & efficient use
of all IT resources. 8.Develop, review, & maintain NN IT standards to ensure compatibility, efficiency & effectiveness of data & infrastructure. 9.Provide guidance to NN government & subsequently inform
branches of IT pianning, policies, standards & recommendations. 10.Support, coordinate, and collaborate to ensure NN IT initiatives & projects are efficient. 11. Align common agencies' & chapters' business

iti _ i W jrelgtedtoIT :

IPART lll. PROGRAM PERFORMANCE CRITERIA: 1st QTR 2nd QTR 3rd QTR 4th QTR
Goal | Actual | Goal [ Actual Goal | Actual Goal | Actual

1. Goal Statement:

Procure & Implement Email Security, Advanced Phishing Protection

Program Performance Measure/Objective:

Deployment of Email Security services | _ _ | | | 1
2, Goal Statement:

Procure & Implement DNS Security, Multi-Factor Authenication Services, Network Access Control and Mobile Device Management Services

Program Performance Measure/Objective:

Deployment of Intemet Protection, Authenication Services and MDM for all Navajo Nation end usef | | [ | _ 1] |
3. Goal Statement:

Procure & Implement Security Operations Center and Managed Services

Program Performance Measure/Objective:

Deployment of after hours Managed services and 24 hour Security Monitoring services for users _ _ _ _ _ _ 1 _ |_
4. Goal Statement;

Procure & Implement Data Classification to maintain confidentiality & integrity of NN data.

Program Performance Measure/Objective:

Collection and categorization of Sensitive/Critical Data and File Access for critical servers for NN ug | | | [ [ 1 | |

PART IV. | HEREBY ACKNOWLEDGE THAT THE ABOVE INFORMATION HAS BEEN THOROUGHLY REVIEWED,

Royetla T. Woodie, Diractor of IT Oliver C. Arviso, Delegated Division of General Services Director
Program Wa mqanu Printed Name ign DirectoriBranch Chief's Printed Name

-~ 1.5 D3
anageX's Signature and Date

Ssy o\



THE NAVAJO NATION Page 3 of 4
FY 2022 DETAILED BUDGET AND JUSTIFICATION BUDGET FORM 4
Program Name/Title: Depariment of Information Technology Business Unit No.: NEW “
{PART Il. DETAILED BUDGET:
(A) (B) (C) (D)
Total by Total by
Object . . z : DETAILED MAJOR
Coda Object Code Description and Justification (LOD 7) Object Code Object Code
(LOD 6) (LOD 6) {LOD 4)
4000 SUPPLIES 128,644
Enterprise secunty- Data Classification subscription
Uni Cost QTY Total
4410  |Cperating Supplies 128,644
4540 Subcriptions Dala Classification § 12864400 1 $128,644.00
6000 REPAIRS & MAINTENANCE 4,095,853
Enterprise - email securityfencryption, DNS Security, phishing protection, multi-factor authentication, DNS Security, SOC & IT Managed Services.
management.
6300  [Technalogy
16320  Software Support Email Secunty § 31775000 1 $317.750.00 4,095,853
Advance Phishing Protection §  327167.00 1 $327,167.00
Multifactor Authentication $ 30000000 1 $300,000.00
Securlty Operaions Center § 111018000 1 $1,110,190.00
DNS Security § 40074600 1 $400,746.00
Managed Services § 154000000 1 $1.640,000.00
$4,005,853.00
TOTAL 4,224 497 4224497

Rx;,%i._\_\
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FY 2022 DETAILED BUDGET AND JUSTIFICATION BUDGET FORM 4
PART |. PROGRAM INFORMATION:
Program Name/Title: Department of Information Technology Business Unit No.: NEW
[[PART I, DETAILED BUDGET:
(A) (B) (€} (D)
Total by Total by
Object gt DETAILED MAJOR
Code Object Code Description and Justification (LOD 7) Object Code Object Code
{LOD 6) (LOD 6) {LOD 4)
6500 CONTRACTUAL SERVICES 775,503
Professional services fees & expenses for CIT program initiatives. IT technical consulting services, enterprise - email security/encryption, DNS Security, phishing protection,multi-factor
authentication, SOC, data classification and IT managed services.
6520 Censulting 775,503
£330 Fees: Estimated Unit cost Total
IT Techrical Consulting Services § 345307.00 1 $345,307.00
Data Classiication Consuliing Sve § 365,613.00 1 $365,613.00
Emiail Security - Instafl $  15104.00 1 $15,104.00
Adv.Pnishing - Install §  8,183.00 1 $8,189.00
Multfactor Authentication - Install $ 10,190.00 1 $10,190.00
DNS Installation § 11,101.00 1 $11,100.00
6540 Expenses Estimated Expense Fees $ 20,000.00 1 $20,000.00
$775,503.00
TOTAL 775,503 775,503

J \_\Q e
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THE NAVAJO NATION

h
JONATHAN NEZ | PRESIDENT MYRON LIZER | VICE PRESIDENT

MEMORANDUM

TO : Oliver Arviso, Deputy Executive Director
Navajo Nation Division of General Services

Royetta Woodie, Director
Department of Information Technology
Navajo Nation Division of General Services

Sonia Nez, Department Manager |
Broadband Office

Navajo Nation Division of General Services

FROM : \g% YV~
Lisa Jymm, DepUty Executive Director
Navajo Nation Fiscal Recovery Fund Office

DATE i July 18, 2022

SUBJECT : QIN-28-22 — Allocation of $1,070,298,867 in Navajo Nation Fiscal Recovery Funds
and $115,000,000 to the Division of General Services.

The Navajo Nation Fiscal Recovery Fund Office (NNFRFO) is requesting budgets totaling $115,000,000 for
the Division of General Services per CJN-29-22, Exhibit F and Exhibit J, as listed in the table below:

| Exhibit Description Category S
| F-2 | Cyber Security 1.14 $5,000,000 | Kzt15¢¥8
J-1 Broadband — Middle Mile 5.21 $50,000,000
J-2 Broadband — Last Mile 5.19 $40,000,000
-3 Broadband — Non-Federal Match 5.20 $20,000,000
Total Funding for DGS $115,000,000

As applicable, prepare Budget Forms 2, 3, and 4 in accordance Budget Form 1 in approved Navajo Nation
Council resolution CJN-29-22.

If you have any questions, please feel free to contact me by phone at (928) 309-5535 or by email at
liymm@navajo-nsn.gov.

Thank you.

NAVAJO NATION FISCAL RECOVERY FUND OFFICE,
P.O. BOX 2649 & WINDOW ROCK, AZ 86515 & PHONF. (928) 309-5532



NAVAJO NATION DEPARTMENT OF JUSTICE
QFFICE OF THE ATTORNEY GENERAL

DOREEN N, MCPAUL ' KIMBERLY A, DUTCHER
Attomney General Daputy Atlornay Senarsl

DEPARTMENT OF JUSTICE
INITIAL ELIGIBILITY DETERMINATION
FOR NAVAJO NATION FISCAL RECOVERY FUNDS

RFS/HK Review #: HK0092-3

Date & Time Received: 4/12/2022  11:13

Date & Time of Response:  4/13/2022  15:40

Entity Requesting FRF: Navajo Nation Depn_rt'ment of Information Technolbg_g_’w

Title of Project: __ NN Cybersecurity

Administrative Oversight: Division of General Services

Amount of Funding Reguested: $5,000,000

Eligibility Determination:

X FRF eligible

[ FRF ineligible

O Additional information requested

'FRF Lligibility Category:
{1) Public Health and Economic Impact 0 (2) Premium Pay

O (3) Government Services/Lost Revenue. [ (4) Water, Sewer, Broadband Infrastructure

U.S. Department of Treasury Reporting Expenditure Category: 114 Other Public Health
Services

PO, Box 2010 « Window Rock, Navajo Nation (AZ) 86515 o 928-810-8526 o Facsimile: 928-871-6200

‘Page 1 of 2



Returned for the following reasons {Ineligibility Reasons / Paragraphs 5. E. (1) - {10) of FRF
Procedures): '

O Missing Form [0 Expenditure Plan incomplete-

1 Supporting documentation missing O Funds will not be obligated by

[l Project will not be completed by 12/31/2026 12/31/2024 '

O Ineligible purpose. ) Incorrect Signatory

[ Submitter failed to timely submit CARES reports O Inconsistent with applicable NN or-
7 Additional information submitted is federal laws

insufficient to make a proper.determination

Other Comments: DOJ is reissuing this Initial Eligibility Determination due to a decrease in the
requested funding amount from 38 million to'35 million. And plesse note the Treasury's reporting
expenditure category changed from 1,12 - Other Public Health Services to 1,14 - Other Public Heaith
Services.

Name of DOJ Reviewer:  Mel M. Rodis, Assistant Attorney General, Tax & Finance Unit

8 ignature of DOJ Reviewer: /%—,m.

Disclaimers: An NNDOJ Initia] Eligibility Deterfnination will be based on the documents provided,
which WINDOJ will assume are true, correct, and complete. Should the Project or Program change in
any material way after the initial determination, the requestor must seek the advice of NNDOL. An
initial determination is limited to review of the Project or Program as it relates to whether the Project
or Prograrm is a legally allowabie use ~ it does not serve gs an opinion as to whether or not the Project
or Program should be funded, nor does it serve as an opinion as to whether or not the amount requested
is reasonable or acourate,

Page 2 of 2




_ APRENDIX A
THE NAVAJO NATION
FISCAL RECOVERY FUNDS REQUEST FOR & EXPENDITURE FLAN
FOR NAVAJO HATION GOVERNMENT UNITS

- Part 1. fdentification of parties.
NN Goy (SNt U Navajo Nation Department of Information Technology : 0411112022
redBatg FRE: R Basrer i O R e ———— Det oparet ===
NN Govemment Unies P-0-Box 5070 Window Rock, AZ.  cremay: 928-871-6520
mating address: ' ' . webefe (famy WWW.diL.navajo-nsn.gov
Fom prepared by, ROYetta T. Woodie _ phonelermal; S28-8749310 voodis@avaio-nen gov
Director of Information Technology Navajo Nation - Dept of IT
| CONTACT PEREON S nama, 190 il Degrimin, Program, OFe, o CONTACT PERSONS b
Tt & type of Project; NN - CybarSapuriEx |
W Royetia T. Woadie phons & et 928-871-8010Y rwoadie@navajo-nin.gov
Divsion mm. Tom Platero, DGS-Director phone & erad: 928-871-6219/ L platero@navsjo-nsn. gov
Bravich Ciia® Paulson Chaco, Chisf of Staft- Exes Branch ) phona & sl 'm?1-m4!'pauhqnmam@nmmsgw

the sarme vl be submitting the Funding Request Package for il Ellghity Detemminaton Review, ant wil have Adinisiraive Oversight aver
this FRF Expendiiure Plan. '

List rames o ypes of Subrontrectoss or Subreciplnts that wl be paid wilh FRF (f knowak:
O document attached

” . $5,000,000 _ o -”.;FY2'022 -FY2028 "
Amaunt of FRF requestad: P2 MVS,OA7 FRF funding pesiod: 71 e P —
Part2. Expenditure Pian details.

(a} Descrbe the Programs) andler Projects) to be furded, including o the funds wl e used, for what purposes, tha Jooation(s) to be served,
and whet COVID-relaied needs wil bo addressed:
Tha Navzjo Naflon's rigtwork security s mom crilicat than ever dua to Ihe angolng pandomic. More employees erer

tefecommuting due to COVID-19 and in the event the Nattan shits down agaln, this will be-aven more critical, These securly
snuastirs Wil ensure businsss conitinully and data loss prevention for every. day communication {l.a, emal, small-enciyption; '
Vistal Private Natwork, SharsPoint, taleconferanclig, Welecemmuting) and provide 8 secura Kientity Management, Cybamecurity
will dover the 895 lagtops purchased from CARES Adl Funding sind any mobila devica (La. laplapa, Pads, tablale, Surface, i
phones) connacling to the NN network. The propasal stops the spread of the spread of COVID-19 by reducing tha movamsnt of
individisats and promoling socia) distancing, enhancing lelowork capabliiies and improving cybarsecurity,

1) document attacited

will decraass as soon as mulil-factor suthenticalion is implemented. The cybemeciirity teghnolegies in this projeét supports public
hiealth, emergency manapement, health command centar, telehaaith sarvices; emergency medical responses, neluding
srmargency medical transportation, law enforeantert and towahall mastings. The Cybafstcirity lechnalogles proteet Navajo

3 or at rest. From emall communication to dsta siored In a-dalebasa to data shaning o video

' 7] document gtached

<Page10f3-



APP
{c) Provide & prospective tmefine- showing the estinaled dats of comptation of the Project and/or each phase of e Project, Disciose any
challenges thal mey prevent you fiom incuring coets for all fitnding by Dacember 31, 2024 andior fully sxpending finds and compieing the
Program{s} o Projaci(s) by Decamber 31, 2025 _
Proposed timefine s cutiined nthe  Proposed ARPA Funding Pian for NN Cybersecurity
documant. The major challengs to Incurring costs is the 164 Review process {00J, OPVP, O0C) sign
off and confract award. Expending funds challenges may bo federal guidelines and projects excluded
becauss thay do not qualify.

(A documant alfached

ayetta T. Woodie, Director of Informalion Tachnology |

.'
[ document atiaghed |
(e} Expiain wio wil b sesponsizie for aperafions and mainznancs costs for fre Profecl Onca complesed, Brd NOW SUGh cosis Wil b6 funded

Royetta T. V&oodie‘,’ DIT Director. Operations end maintenance costs wil be maintained by fixad costs
funds. Once the ARPA funding Is expanded, the Navajo Natlon wolild needs to fund this with fixed

COStS:

_ {1 document aiteched |
{f) Stato which of e 66 Fista) Recovesy Fund sxperidiure cétogories in the attached U:S. Department of he Treasury Appandix 1listing the
prupozed Progmm or Project fafls undar, and explain $ha reason why:

1.12 Other Public Health Services. Projects deal with cybersecurity which epcompasses natwork

connectivity and internet access.

0 ——

Part 3. Additiohal docurents:
List hére 2l addifarial supporing documents attashed to this FRF Expendinure Plan for indicate BYA):

-Page2af3-




APPENDIX A

Part4, Affirmation by Funding Resiplant.
Funding Redipient affrms that s recelpt of Fiieal Retavery Funds and the Implementakon of this FRF Expendfire Plan shall be in
cooitance vAn Resalution No. CJY-4121, the ARPA, ARPA-Regulaions, and wih al appicabie federal and Navelp Nafon lavs,
tegulafions, and poficies:

NN Govemment Unit & LY, e ; [ { ( }
Pregaen b Appeoved byt - '-‘L';\ T —
Wmm ( ¢f [ 1 ggmr& /‘:ﬁm?umw
S G A T - o e
[ YA NP D F é-‘.‘ﬁ-'e*—-ﬂ'l. g'?ﬂ-vl(ac;.
T e e— 7
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Navaja Nation DIT - Proposad ARBA Funding Plan
af11f22

Proposed ARPA Funding Plan for NN Cybersecurity

SUMMARY

The Navefo Nation's network security is more arifical more than ever dus to-the angoing pandemicand
the need th ensure business continuity for every dav network commusnication, BIT will tmplement layered
security measures to improve the securlty posture. Measures such as emafl enciyption, multi-factor
authentication, emal fitering/phishing:protect and network accass control,

DIT procured 635 laptaps from the CARES funds act for NN employees to use to telecommute resulting in
approximately over 20% of NN employees with the capability to telecommute, Marny other NN employees
have laptops and ather mobifa devices that can be tised for tetework, Due to this fact, communications
need to be secuted. Seturing comimunications to transport sensitive data for NN employees and witl
streamiine processes withiin NDOH regarding COVID date pracessing.

The NN Govermmeant as a whole Is sending more confidential data over the intemet to outsids
stakeholders. As an exampie, Divisioh of Behavioral and Mental Health Services, the Health Command
Operations Center, Insurance Sesvices, Dapartment of Personnel Management and the ORics of the
Controller have sensitive COVID data that needs protection. These depariments need to share this data
‘with other parties filke IHS and reglonal health care faclities which is Imperative to the daclslon-making.
process by NN Leadership and OPVP to mitigate COVID.

The following cybarsecurity measures are applicable only to systems matritained by the Navajo Nation
Department of Information Technology (DIT). Thosa Bsted in the "Qut of Stope” oolumin in Table 1 B
exclyded, '

DIT will use a risk-hased approach to cybersecurity. DIT will find and classify ronfidential and sensitive.
data on the Navajo Natlon network, DIT will Implement security standards on workstations and natworks,
DIT wilf Implement security measures to Improve security posture by ensuring the Navajo Natlon nietwork
resaurces are ysed for Navajo Nation business purposes only.

Then & risk assessment of each department/program's security megsures will be performed by DIT.
Departments will beneft from centralized administration and management of thelr systems, The Navajo
Nation’s security posture will Improve greatly as wa progress through this plan.

TO IMMEDIATELY IMPROVE THE NAVATO NATION'S SECURITY POSTURE AND HAVE A
NOTICEABLE AND POSTTIVE EFFECT

DIT will purchase and implement Emall Encryption, Emalf Filterinig/Phishirig Protaction, Multifackar
Authentication, and Network Access Control,

Emall Encryption has long been on the tabla for DIT. This will ensure that only the intended redpient
wilt be about to read the contents of an emall, Policies can also be putin place to scan for P11 and other
sensitive infarmation. The overall confidence of third-parties doing business with the Navajo Natian will
Increase regarding securlty, '

Emall Filtering/Phishing Protecting wil analyze incoming emalls for red fiags that signal
spamy/phishing content and automatically move those emalls to quarantina.

Muttifactor Authentication elimiates the threat of brute-force and social-engineering attacks by

requiring two pleces of Information for authentlcation, something you know (username/password) and
something you have (temporary passcoda), When Implementad, a login to OWA or SharePoint will raquite



